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 DATA PROCESSING ADDENDUM 
 
This data processing addendum (the "Addendum"), forms a part of the Terms of Service (the 
"ToS") entered into by and between Xverum LLC, a company incorporated under the laws of the 
State of Florida ("Xverum"), and You (the “Customer” or the “Licensee”) (with Xverum and/or the 
Licensee may also be referred to herein as a "Party", and collectively they may also be referred to 
as the "Parties"). 

This Addendum shall be an inseparable part of the Agreement. For the purposes of this 
Addendum, the term "Xverum" shall include Xverum and/or its Affiliates. 

By virtue of the Agreement, Xverum may Process Agreement Personal Data on behalf of Licensee. 
 
1.​ Definitions 

In this Addendum, the following words and phrases shall (unless the context otherwise 
requires) have the meanings set out beside them: 
1.1.​ "Affiliate" shall mean a person or entity controlling, controlled by or under the 

common control with Xverum or Licensee (as applicable); the term "control", for the 

purpose of this definition, shall mean direct or indirect possession of the power to 

direct or cause the direction of the management or policies of Xverum or Licensee (as 

applicable), whether through the ability to exercise voting power, by contract or 

otherwise.  

1.2.​ "Agreement Data Subject" shall mean natural persons to which Agreement Personal 

Data relate. 

1.3.​ "Agreement Personal Data" shall mean any Personal Data Processed by Xverum or any 

Subcontractor pursuant to or in connection with the Agreement. 

1.4.​ "Applicable Laws" shall mean European Union or a Member State law and any other 

applicable law with respect to any Agreement Personal Data. 

1.5.​ "Applicable Privacy Laws" shall mean all laws and regulations, including the laws and 

regulations of the European Union, the European Economic Area and/or their member 

states, Switzerland, the United Kingdom and the United States and its states, applicable 

to the Processing of Agreement Personal Data. 

1.6.​ "CCPA" means the California Consumer Privacy Act, Cal. Civ. Code § 1798.100 et seq., 

and its implementing regulations. 

1.7.​ "Controller" means the entity which determines the purposes and means of the 

Processing of Agreement Personal Data.  

1.8.​ “Controller to Processor Standard Contractual Clauses” means the Controller to 

Processor standard contractual clauses available at the EU at the 

commission.europe.eu/publications website. 

1.9.​ "Licensee" means the entity that executed the Agreement together with its Affiliates, 

which have signed the Agreement or a part thereof.  

1.10.​"EEA" means the European Economic Area. 
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1.11.​"EU Privacy Laws" means EU Directive 95/46/EC, as transposed into domestic 

legislation of each EU member state and as amended, replaced or superseded from 

time to time, including by the GDPR and laws, rules and guidelines implementing or 

supplementing the GDPR. 

1.12.​"GDPR" shall mean Regulation (EU) 2016/679 of the European Parliament and of the 

Council of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data and repealing 

Directive 95/46/EC (General Data Protection Regulation). 

1.13.​"International Organization" means an organization and its subordinate bodies 

governed by public international law, or any other body which is set up by, or on the 

basis of, an agreement between two or more countries. 

1.14.​"Personal Data" means any information relating to an identified or identifiable natural 

person; an identifiable natural person is one who can be identified, directly or 

indirectly, in particular by reference to an identifier such as a name, an alias, an 

identification number, location data, a postal address, an online identifier or to one or 

more factors specific to the physical, physiological, genetic, mental, economic, cultural 

or social identity of that natural person. 

1.15.​"Personal Data Breach" means a breach of security leading to the accidental or 

unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, 

Agreement Personal Data transmitted, stored or otherwise Processed. 

1.16.​"Processing" means any operation or set of operations which is performed on Personal 

Data or on sets of Personal Data, whether or not by automated means, such as 

collection, recording, organization, structuring, storage, adaptation or alteration, 

retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 

making available, alignment or combination, restriction, erasure or destruction. 

1.17.​"Processor" means the entity which Processes Personal Data on behalf of the 

Controller, including, as applicable, any "service provider" as this term is defined by the 

CCPA. 

1.18.​"Restricted Processing" shall mean (1) the transferring of Agreement Personal Data 

outside the EEA or to an International Organization, and (2) any Processing of 

Agreement Personal Data that was transferred to any country outside the EEA or to an 

International Organization; in each case, where such transferring or Processing of 

Agreement Personal Data would be prohibited by Applicable Privacy Laws in the 

absence of the Controller to Processor Standard Contractual Clauses. 

1.19.​"Services" shall mean the service provided by Xverum to Licensee pursuant to the 

Agreement. 

1.20.​"Subcontractor" shall mean any person appointed by or on behalf of Xverum to 

Process Agreement Personal Data on behalf of Licensee in connection with the 

Agreement, excluding any employee of Xverum or of any such appointed person.  
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2.​ Authorization and Compliance  

2.1.​ By virtue of the Agreement, Licensee is considered as the "Controller" and Xverum is 

considered as the "Processor", or different terms with similar meanings under Applicable 

Privacy Laws, with regards to the Agreement Personal Data.  

2.2.​ Schedule ‎2.2 to this Addendum sets out certain details regarding Xverum's Processing 

of Agreement Personal Data, as required by Article 28(3) of the GDPR.  

2.3.​ Licensee shall, in the use of the Services, Process Agreement Personal Data in 

accordance with the requirements of the Applicable Privacy Laws. For the avoidance of 

doubts, the Licensee's instructions for the Processing of Agreement Personal Data shall 

comply with the Applicable Privacy Laws. 

2.4.​ Licensee bears the exclusive responsibility for assessing the lawfulness of the 

Processing of Agreement Personal Data, as well as the lawfulness of the transfer of 

Agreement Personal Data to Xverum to Process Agreement Personal Data for the provision of 

the Services. 

2.5.​ Licensee specifically declares that its use of the Services will not violate Agreement 

Data Subjects' rights to opt-out of the sale or other disclosure of their Personal Data, to the 

extent applicable under the CCPA. 

2.6.​ Xverum shall only Process Agreement Personal Data on behalf of and in accordance 

with Licensee's documented instructions. Licensee's instructions for the Processing of 

Agreement Personal Data shall comply with Applicable Privacy Laws.  

2.7.​ The Parties agree that Xverum shall Process Agreement Personal Data (i) in 

accordance with this Addendum and the Agreement, which set out the Licensee’s 

instructions to Xverum in relation to the Processing of Agreement Personal Data, and/or (ii) 

on documented instructions from Licensee unless prohibited to do so by Applicable Laws to 

which Xverum is subject. To the extent that Xverum believes that an instruction given by 

Licensee does not comply with any Applicable Law, it shall refuse to comply with such 

instruction even if Licensee insists on it in spite of the notification of Xverum. 

 

3.​ Xverum’s Personnel  

Xverum shall ensure that access to Agreement Personal Data is strictly limited to those 

individuals who need to know or access the relevant Agreement Personal Data and as strictly 

necessary for the purpose of the Agreement.  

 

4.​ Subcontractors  

4.1.​ Licensee acknowledges that (i) Xverum's Affiliates may be retained as Subcontractors; 

and (ii) Xverum and Xverum's Affiliates may engage third-party Subcontractors in 

connection with the provision of the Services.    
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4.2.​ Xverum shall ensure that the arrangement between Xverum and any Subcontractor is 

regulated by a written agreement or other written instrument, imposing on the 

Subcontractor undertakings that guarantee at least the same level of protection for 

Agreement Personal Data as those set out in this Addendum to the extent applicable to 

the nature of the services provided by such Subcontractor. 

 
5.​ Rights of Agreement Data Subjects 

5.1.​ Without derogating from the generality of the above, Xverum shall (i) notify Licensee 

without undue delay of any request raised by an Agreement Data Subject in relation to 

Agreement Personal Data concerning him or her to Xverum; and (ii) refrain from 

responding to any such request, except on a written instruction of Licensee or as 

required by Applicable Law to which Xverum is subject. 

5.2.​ Taking into account the nature of the Processing of Agreement Personal Data by 

Xverum, Xverum shall assist Licensee by reasonably appropriate technical and 

organizational measures, insofar as this is possible, for the fulfillment of Licensee's 

obligations to respond to a request raised by an Agreement Data Subject in relation to 

Agreement Personal Data concerning him or her. To the extent permitted under 

Applicable Law, Licensee shall be responsible for any costs arising from Xverum's 

provision of such assistance.  

 

 

 
6.​ Personal Data Breaches 

6.1.​ Xverum will notify Licensee of any Personal Data Breach affecting Agreement Personal 

Data without undue delay after becoming aware of the Personal Data Breach. 

6.2.​ Unless the Personal Data Breach is entirely not under the responsibility of Xverum, 

Xverum will take those steps as Xverum deems necessary and reasonable in order to 

mitigate the effects and to minimize any damage resulting from the Personal Data 

Breach, to the extent mitigation is within Xverum's reasonable control.  

 
7.​ Data Security 

7.1.​ Xverum has implemented and will apply the technical and organizational measures set 

forth in Schedule ‎7.1 to protect the security of Agreement Personal Data. Licensee has 

reviewed such measures and agreed that as to the Services the measures are 

appropriate taking into account the state of the art, the costs of implementation and 

the nature, scope, context and purposes of the Processing of Agreement Personal Data.  

7.2.​ Xverum may change the measures in Schedule ‎7.1 at any time without notice so long 

as it maintains a comparable or better level of security. 

  
8.​ Deletion or Return of Agreement Personal Data 
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Upon a written request of Licensee at any time, Xverum shall, at Licensee's option, (i) delete 
all Agreement Personal Data in its possession or control, along with all copies, extracts and 
other objects or items in which it may be contained or embodied; or (ii) return to Licensee by 
secure file transfer in such format as available for the Services all Agreement Personal Data in 
its possession or control and, delete all such Agreement Personal Data, along with all copies, 
extracts and other objects or items in which it may be contained or embodied; provided, 
however, that to the extent that Xverum is required by Applicable Law or by the order of a 
governmental or regulatory body to retain Agreement Personal Data, it shall be maintained 
for as long as such requirement apply.  

 
9.​ Information Rights 

Subject to confidentiality obligations Xverum shall make available to Licensee any 
information reasonably necessary to Licensee to demonstrate compliance with this 
Addendum. 
 

10.​ Audit Rights 

Xverum will allow for and contribute to audits to demonstrate compliance with this 
Addendum in accordance with the following provisions: 
10.1.​Licensee shall provide at least six (6) weeks’ prior written notice to Xverum of a request 

to audit, provided that any such request shall occur no more than once in any twelve 

(12) calendar month period. 

10.2.​Upon receipt of the request under Article ‎‎‎10.1 above, Xverum will inform Licensee if 

Xverum has conducted an audit of its data protection and data security procedures in 

the preceding twelve (12) calendar month period, in which case Licensee agrees to 

exercise any right it may have to conduct an audit under this Addendum or under the 

Controller to Processor Standard Contractual Clauses (if they apply) by instructing 

Xverum to provide Licensee with a summary of such most recent relevant audit report, 

which shall be considered Xverum’s confidential information. 

10.3.​To the extent that the Licensee requested an audit under Article ‎10.1 and Xverum has 

not performed an audit pursuant to Article ‎‎10.2 during the twelve (12) calendar month 

period prior to the request, the audit shall be conducted by a mutually agreed upon 

independent third party auditor who is engaged and paid by Licensee, and is under a 

non-disclosure agreement requiring the auditor to maintain the confidentiality of all 

Xverum’s confidential information and all audit findings. The audits pursuant to this 

Article ‎10.3 and to the Controller to Processor Standard Contractual Clauses (if they 

apply) shall be limited to Xverum's data processing procedures and documentation, 

and they shall be conducted during normal business hours. Any such audit will result in 

the generation of an audit report, which shall be considered Xverum’s confidential 

information. At Licensee’s written request, Xverum will make available to Licensee a 

summary of the relevant audit report. 

10.4.​The scope of any audit will be limited to Xverum’s policies, procedures, systems and 

controls relevant to the Processing of Agreement Personal Data. 
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10.5.​If the Controller to Processor Standard Contractual Clauses apply, nothing in this Article 

varies or modifies the Controller to Processor Standard Contractual Clauses nor affects 

any supervisory authority’s or Agreement Data Subject’s rights under the Controller to 

Processor Standard Contractual Clauses. 

 
11.​ Limitation of liability 

Each Party’s and all of its Affiliates’ liability, taken together in the aggregate, arising out of or 
related to this Addendum whether in contract, tort or under any other theory of liability, is 
subject to the ‘Limitation of Liability’ section of the Agreement, and any reference in such 
section to the liability of a party means the aggregate liability of that party and all of its 
Affiliates under the Agreement and the Addendum together. 
 

12.​ European Specific Provisions 

The following provisions shall only apply to the Processing of Personal Data on which the 
GDPR applies:  
12.1.​If pursuant to Applicable Privacy Laws, Licensee is required to perform a data 

protection impact assessment or prior consultation with, at Licensee's request, Xverum 

shall provide such documents as are generally available for the Services. Any additional 

assistance shall be mutually agreed between the Parties. 

12.2.​Restricted Processing 

12.2.1.​ The Parties hereby enter into the Controller to Processor Standard 

Contractual Clauses. In the event of any conflict or inconsistency between 

this Addendum and the Controller to Processor Standard Contractual 

Clauses, the Controller to Processor Standard Contractual Clauses shall 

prevail.  

12.2.2.​ The Controller to Processor Standard Contractual Clauses entered into by 

and between the Parties pursuant to Article ‎12.2.1 above, shall apply to any 

Restricted Processing that will be carried out by either Party under the 

Agreement.  

12.2.3.​ Should a change in, or a decision of, a competent authority under, an 

Applicable Privacy Law, require to make changes to or in respect of the 

Controller to Processor Standard Contractual Clauses in order to validate 

Restricted Processing under Applicable Privacy Laws, each Party shall 

cooperate in good faith with the other Party to re-negotiate the terms of the 

Controller to Processor Standard Contractual Clauses or cooperate in any 

other manner in light of such change or decision, so as to ensure compliance 

with any Applicable Privacy Laws. 

12.2.4.​ For the avoidance of doubt, Articles ‎12.2.1 and ‎12.2.2 above shall not apply 

in respect of Restricted Processing that is allowed by Applicable Privacy Laws 

without entering into the Controller to Processor Standard Contractual 
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Clauses or an agreement incorporating the Controller to Processor Standard 

Contractual Clauses.  

 
13.​ Miscellaneous  

13.1.​This Addendum shall continue to be in force until the termination of the Agreement. 

13.2.​With regard to the subject matter of this Addendum, in the event of inconsistencies 

between the provisions of this Addendum and any other agreements between the 

Parties, including the Agreement, the provisions of this Addendum shall prevail.  

13.3.​This Addendum and all non-contractual or other obligations arising out of or in 

connection with it are governed the laws and subject to the jurisdiction of the courts of 

the country in which the Licensee or the relevant Controller is incorporated.  

13.4.​If any provision of this Addendum is held by a court of competent jurisdiction to be 

unenforceable under Applicable Law, then such provision shall be excluded from this 

Addendum and the remainder of this Addendum shall be interpreted as if such 

provision was so excluded and shall be enforceable in accordance with its terms; 

provided, however, that in such event this Addendum shall be interpreted so as to give 

effect, to the greatest extent consistent with and permitted by applicable law, to the 

meaning and intention of the excluded provision as determined by such court of 

competent jurisdiction. 
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*****Schedule 2.2 Follows This Page ***** 

 
Schedule ‎2.2 to the Addendum  

 
Description of the Processing of Agreement Personal Data 

 

Data exporter 

The data exporter is the entity identified as the Customer or You. 

Data importer 

The data importer is XVERUM LLC, a provider of the platform or website. 

Nature and purpose of the data processing 

Xverum will Process Agreement Personal Data as necessary to perform the Services pursuant to 
the Agreement between the parties or as requested by You. 

Categories of data subjects 

Individuals who published personal data in publicly available webpages.   

Categories of data 

The types of personal data that may be collected, processed and/or used under the Agreement 
may include the following: Personal Data published by Agreement Data Subjects in publicly 
available webpages.  
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Special categories of data  

The Services are not intended to include the collection or transfer of special categories of personal 
data, which includes personal data revealing racial or ethnic origin, political opinions, religious or 
philosophical beliefs, or trade union membership, genetic data, biometric data, data concerning 
health or data concerning a natural person's sex life or sexual orientation. 

Processing operations and subject matter of processing 

Extraction, transmission and parsing of Personal Data. 

Duration of the data processing 

Agreement Personal Data shall be Processed throughout the duration of the Agreement, unless 
otherwise agreed upon in writing. 
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Schedule ‎7.1 to the Addendum 

Minimum technical and organizational requirements: 

 

1.​ Information security program. A written security program is implemented, maintained and complied 

with.  

2.​ Security official. A designated management level or above security official is responsible for the 

development, implementation, and ongoing maintenance of the information security program. The 

appointed official has appropriate recognized information security credentials and qualifications.     

3.​ Access control. Access rights are assigned according to the principle that employees and third parties 

are only granted the level of access they need to perform their activities (need-to-know principle). 

Access rights are granted according to defined (role-based) permissions. The access rights granted are 

reviewed regularly. Rights that are no longer required are withdrawn immediately. 

4.​ Physical access control. Secure areas are defined on the basis of information security and data 

protection requirements and protected against unauthorized access by appropriate physical 

safeguards, defined based on the protection needs of the information located or accessed within 

them. 
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5.​ Incident response plan. Policies and procedures are implemented and designed to detect, respond 

to, and otherwise address incidents, including specific points of contact in the event of an incident, 

and immediately mitigate the harmful effects of any incidents without detriment to measures or 

actions necessary to determine the seriousness of the breach.   

6.​ System Testing and Maintenance. Xverum tests and maintains systems to protect data, including 

installing the latest recommended versions of operating systems, software, and firmware for all 

system components. 

7.​ Security awareness and privacy training. Ongoing security and privacy awareness and training 

program is maintained for all employees (including management and employees), which includes 

training on how to implement and comply with the information security program and setting forth 

disciplinary measures for violation of the security program. Security and privacy awareness training is 

conducted at least annually. 
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EXHIBIT “B” 
ACCEPTABLE USE POLICY 

 
The Acceptable Use Policy (“Policy”) describes prohibited uses of the Services under the License 
Agreement. The examples described in this Policy are not exhaustive. In the event of breach of this Policy by 
the Licensee, the Company may suspend or terminate the Licensee’s use of the Services. 
 
You may not use the Services to engage in, or promote illegal, fraudulent, abusive, or inappropriate 
behavior, including, without limitations: 

●​ Use of the Services through a device not owned by the Licensee or without the device owner’s 
authorization; 

●​ Collecting personal data, as described under applicable law (e.g., name, contact details, etc.) without the 
consent of the applicable individual (including, without limitation, phishing, Internet scamming, 
password robbery, etc.); 

●​ Use the Service in any manner that might be deemed as copyright infringement or infringement of any 
other third party’s intellectual property rights, and proprietary rights under applicable laws. 
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●​ Use of the Service for illegal activities including threats, terrorism related purposes, marketing schemes, 

“Ponzi schemes”, invasion of privacy, credit card fraud, identity theft, defamation, slander, view or 
promotion of child pornography, etc.  

●​ Use of the Services for the purpose of denial of service attacks, distributed denial of service attacks, or 
engage in similar activities. 

●​ Use of the Services for the purpose of distributing malware, virus software, root kits, password crackers, 
spyware, adware, key stroke capture programs and other programs normally used in malicious activity. 

●​ Use of the Services to violate or interfere with the security or integrity of any network, computer or 
communications system, software, device, etc.  

●​ Using of the Services for the purpose of hacking activities or any to gain unauthorized access to any 
network or system, including attempting to test the vulnerability of any other system or the Platform. 

●​ Use of the Services for the purpose of impersonating any other person or take on any other individual’s 
identity or entity.  

●​ Use the Services in order to encourage, promote any harmful or offensive content, including content 
which is violent, harassing, hate speech, non-consensual sex acts, defamatory, promotes illegal drugs, 
illegal gambling or violates an individual’s privacy, creates a risk to a person's safety or health, creates a 
risk to public safety or health, compromises national security or interferes with an investigation by law 
enforcement. 

●​ Any conduct that is likely to result in any damage to the Company or whom on its behalf or bring the 
Company into disruption.  

 

The Company reserve the right to investigate violations of this Policy or misuse of the Services, as well as to 
suspend the Licensee’s use of the Services during such investigation. In the event to Company will decide, 
subject to its sole discretion, the Licensee has breached this Policy, the Company may terminate the 
Agreement immediately, without prior notice and without liability to the Licensee. Further, the Company 
may report any activity that is suspected by it to violate applicable law to the law enforcement authorities 
or other applicable third parties, include the disclosure of the Licensee’s information and information 
related to alleged violations of this Policy. 

 

​  
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